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Abstract of JP9022386 

PROBLEM TO BE SOLVED: To make data control by an illegally copied memory difficult by replacing 
the data of the memory with the different data in a data replacement circuit. 

SOLUTION: By the instruction of software starting from a switch connected to an I/O 27, the data of a 
CD-ROM 1 1 are read by a reader 23 on the side of a game machine 20 and the read data of the CD- 
ROM 1 1 are loaded to the RAM 26 of the game machine 20. At the time of executing a program loaded 
to the RAM 26, a CPU 24 outputs an address A on an address bus 21, specifies the data replacement 
circuit 12 and inputs the data Dl from the RAM 26 to the data replacement circuit 12. When the data Dl 
satisfying an address access order registered beforehand are inputted, the data replacement circuit 12 
replaces the data Dl with the different data DO and outputs them and thus, a normal operation is 
continued. In this case, as long as the replacing method of the data is not completely imitated, correct 
replacement is not performed. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2, **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 
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LThis document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 

Epitome 

[Objects St of a th 3 e Invention] Even if it is the case where the data of read-only memory are copied illegally, the control of 
the data of read-only memory by which the illegal copy was carried out offers a difficult memory read-out system and a 

Se^of ^Invention] On a caddie 10. with CD-ROM11. the data of CD-ROM11 stored in RAM26 are permuted by 
another data, and it outputs to a game machine 20 in the data permutation circuit 12 arranged in one. 
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CLAIMS 
[Claim(s)] 



[Claim 1] The memory read-out system characterized by having the data reader which is characterized by providing the 
following, and with which it is equipped with said memory cassette free [ attachment and detachment ] Memory read by 
the read-out head The 1st data input terminal which inputs the data from the outside this - the data permutation circuit 
which transposes some [ at least ] data of the data inputted from the 1st data input terminal to another data The memory 
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cassette by which it comes to arrange the 1st data output terminal which outputs outside the data with which this data 
permutation circuit comes to permute some [ at least ] data by another data, And the read-out head which reads the 
data memorized by said memory and random access memory which stores the data outputted from this read-out head, 
The 2nd data input terminal which inputs the data outputted from the 2nd data output terminal which turns and outputs 
the data read from this random access memory to said 1st data input terminal, and said 1st data output terminal 
[Claim 2] The memory cassette characterized by coming to be arranged the memory read by the read-out head, the data 
input terminal which inputs data from the exterior, the data permutation circuit which transposes some [ at least] data of 
the data inputted from this data input terminal to another data, and the data-output terminal which output outside the 
data with which this data permutation circuit comes to permute some [ at least ] data by another data. 
[Claim 3] The memory cassette according to claim 2 by which said read-out memory is characterized by being CD-ROM. 



[Translation done.] 
* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application] This invention relates to the memory read-out system and memory cassette which contained the 

defense means which prevents the illegal copy of the data stored in CD-ROM. 

[0002] 

[Description of the Prior Art] The ROM part in which software was stored is constituted free [ attachment and 
detachment ] at a cassette ceremony, and, conventionally, control according to the contents of storage of ROM with 
which the cassette was equipped by replacing a cassette is performed in the game system using the memory read-out 
system processed by CPU and software, or such a memory read-out system etc. that the vendor of many software 
developments should be used, or the game according to the contents of storage can enjoy now. Moreover, in recent 
years, CD-ROM is used from the special feature of being mass storage capacity, instead of this ROM. A program, image 
data, etc. for processing a game etc. are stored in this CD-ROM. In order to create such a CD-ROM, based on these 
programs, image data, etc., original recording is first created by cutting etc., and then CD-ROM is created with injection 
molding etc. from the original recording. For this reason, the illegal copy of CD-ROM was difficult. 
[0003] However, recently, the illegal copy of CD-ROM may be easily performed by reading the file registered into the 
directory of CD-ROM by OS (operating software) of a personal computer, and writing the read data in a write once optical 
disk by the CD-ROM writer. Then, by investigating whether in JP.4-1419561 A on CD-ROM, the sector which cannot be 
referred to from a directory is prepared, predetermined data are written in the sector, and the data is written in, it judges 
whether the illegal copy of the CD-ROM was carried out, and the technique of preventing from using CD-ROM by which 
the illegal copy was carried out based on the decision result is proposed. 
[0004] 

[Problem(s) to be Solved by the Invention] However, since the predetermined data written in the sector which cannot be 
referred to from a directory will also be copied if all the data on CD-ROM are copied as they are separately, without being 
based on OS mentioned above even if it adopted the technique proposed by JP,4-1 19561 A mentioned above, the illegal 
copy of CD-ROM will be possible very simply. 

[0005] This invention will aim to let the control of the data of read-only memory by which the illegal copy was carried out 
offer a difficult memory read-out system and a memory cassette, even if the data of read-only memory, such as CD- 
ROM, are copied illegally. 
[0006] 

[Means for Solving the Problem] The memory read-out system of this invention which attains the above-mentioned 
purpose is equipped with the data reader with which it is equipped with the memory (1.1) cassette (1.2) above-mentioned 
memory cassette free [ attachment and detachment ]. 

[0007] among these, to the memory cassette of the above (1-1) CD-ROM etc., (1-11) By the read-out head By the data 
permutation circuit (1-14) data permutation circuit which .transposes some [ at least ] data of the data inputted from the 
data input terminal of the 1st data input terminal (1-13) 1st which inputs data from the memory (1-12) exterior read to 
another data The 1st data output terminal which outputs outside the data with which it comes to permute some [ at 
least ] data by another data is arranged. 

[0008] Moreover, the data reader of the above (1_2) (1.21) The data memorized by the above-mentioned memory The 
read-out head to read (1.22) The data outputted from the read-out head The data outputted from the data output 
terminal of the 2nd data output terminal (1.24) above 1st which turns and outputs the data read from the random- 
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access-memory (1.23) random access memory to store to the data input terminal of the above 1st It has the 2nd data 
input terminal to input. . . 

[0009] Moreover, the memory cassette of this invention which attains the above-mentioned purpose IZJJ OD-KUM etc.. 
Memory read by the read-out head (2.2) Data input terminal which inputs data from the exterior (2.3) Data permutation 
circuit which transposes some [ at least ] data of the data inputted from a data input terminal to another data (2.4) By 
the data permutation circuit It comes to arrange the data output terminal which outputs outside the data with which it 
comes to permute some [ at least ] data by another data. 

[0010] In addition, the memory read by the above-mentioned read-out head may be not only CD-ROM but MO. MD. etc. 

[Function] The memory read-out system of this invention by the data permutation circuit arranged with the memory read 
to a memory cassette by the read-out head Since it is the thing which was stored in random access memory and which 
permutes the data read from the memory with which the memory cassette was equipped by another data, It is a data 
permutation circuit, for example, the data with which it prepared for the memory cassette, for example, the address 
accessed from memory, such as CD-ROM, continued can be permuted by the complicated data based on the combination 
of the addresses of discontinuity, such as a decision instruction. Therefore, even if the illegal copy of the data of the 
memory in a memory cassette is carried out, unless the data permutation art in a data permutation circuit is known, it 
cannot become very difficult to obtain right data from the data by which the illegal copy was carried out, and the data by 
which the illegal copy was carried out cannot be used effectively. 

[0012] Moreover, since memory and data permutation circuits, such as CD-ROM, are arranged, the memory cassette of 
this invention can perform easily supply of the memory cassette which combined memory, such as CD-ROM, and the data 
permutation circuit which suited the data memorized by the memory. 
[0013] 

[Example] Hereafter, the example of this invention is explained. Drawing 1 is the block diagram of the memory read-out 
system of the 1st example of this invention. The memory read-out system 100 shown in drawing 1 is equipped with the 
caddie 10 (memory cassette said to this invention) and the game machine 20 (data reader said to this invention). CD- 
ROM1 1 and the data permutation circuit 12 are arranged in one at the caddie 10. A program, image data. etc. for 
processing a game are stored in CD-ROM11 (it is only hereafter described as data). What is depended on the combination 
of the addresses which left jump instruction, the branch instruction of a subroutine, etc. is stored in some data. 
[0014] The data permutation circuit 12 inputs Address A and Data DI, and permutes and outputs the inputted data DI to 
another data DO. The order of address access is beforehand registered into this data permutation circuit 12, and 
specifically, the data permutation circuit 12 permutes and outputs the mistaken data DI to another right data DO, when 
fulfilling the registered address access sequence. 

[0015] On the other hand, the game machine 20 has the configuration to which a reader 23. CPU24, ROM25 and RAM26, 
and 1/027 were connected on the address bus 21 and the data bus 22. The reader 23 has the read head which reads the 
data stored in CD-ROM11 by the laser beam. The program for controlling the memory read-out system 100 whole shown 
in drawing 1 is stored in ROM25. CPU24 reads and performs the program stored in ROM25. The data of CD-ROM11 read 
with the reader 23 are stored in RAM26. It connects with the switch which is not illustrated for controlling a game, and 
1/027 processes these switches etc. 

[0016] Next, actuation of the memory read-out system 100 shown in drawing 1 is explained. The data of CD-ROM11 are 
read with directions of software starting from the switch connected to 1/027 by the reader 23 by the side of a game 
machine 20. The data of read CD-ROM1 1 are loaded to RAM26 of a game machine 20. In performing the program loaded 
to RAM26. CPU24 outputs Address A on an address bus 21, specifies the data permutation circuit 12. and inputs the data 
DIfrom RAM26 into the data permutation circuit 12. The data permutation circuit 12 permutes and outputs Data DIto 
another data DO, when the data DI which fill the order of address access registered beforehand are inputted, and thereby, 
normal actuation is continued. However, when the illegal copy of CD-ROM11 is performed, unless the data permutation 
art of the data permutation circuit 12 is also copied completely, even if the right permutation of data is not performed but 
it is going to perform a program by such data, at a certain time, a system is downed and it becomes a malfunction. 
[0017] Drawing 2 is the block diagram of the memory read-out system of the 2nd example of this invention. It differs in 
that the data DI from a reader 23 are inputted into the data permutation circuit 12 as compared with the memory read- 
out system 100 which shows the memory read-out system 200 shown in drawing 2 to drawing 1 . The enciphered data are 
stored in CD-ROM1 1. The data permutation circuit 12 is equipped with the function which decrypts the enciphered data. 
[0018] The data with which CD-ROM1 1 was enciphered are read by directions of software starting from the switch which 
is not illustrated connected to 1/027 with a reader 23, and are inputted into the data permutation circuit 12 as data DI by 
them. The data permutation circuit 12 decrypts the inputted data DI, and, thereby. Data DO are outputted. The outputted 
data DO are stored in RAM26 via a data bus 22. CPU24 performs a game based on the data DO stored in RAM26. As long 
as there is no data permutation circuit 12, it becomes impossible to perform a program correctly by such configuration, 
even if it is the case where the illegal copy of CD-ROM11 is carried out 

[0019] Drawing 3 is the perspective view of the caddie who shows drawing 1 . CD-ROM11 is carried and, as for the 
caddie 10 who shows drawing 3 , the data permutation circuit 12 and a connector 13 are carried further. The address A 
shown in drawing 1 . Data DI and DO. the control signal which is not illustrated are outputted and inputted by the 
connector 13. and a power source and a ground are further transmitted to it via this connector 13. Thus, the caddie 10 of 
this example is replacing the caddie 10 with whom a game machine's 20 is equipped free [ attachment and detachment ] 
the vendor of many software developments being used, and can enjoy the game according to the caddie 10. Here, even rf 
it is the case where the illegal copy of CD-ROM1 1 is carried out, unless the data permutation art corresponding to CD- 
ROM11 of the data permutation circuit 12 is known, right activation of the software built into the CD-ROM11 becomes 
impossible. 

[0020] In addition, although it mentioned permuting when filling the registered order of the address with this example as a 
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data permutation art by the data permutation circuit, and decrypting the enciphered data, it is not restricted to these, and 

as long as it permutes some [ at least ] data by another data, what kind of permutation art may be adopted. 

[0021] 

[Effect of the Invention] As explained above, in order to arrange the data permutation circuit arranged with the memory 
read by the read-out head on a memory cassette and to permute the data of memory by another data in the data 
permutation circuit, even if it is the case where the illegal copy of the data of memory is carried out, by the memory 
read-out system and memory cassette of this invention, the data control by the memory by which the illegal copy was 
carried out becomes difficult. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram of the memory read-out system of the 1st example of this invention. 
[Drawing 2] It is the block diagram of the memory read-out system of the 2nd example of this invention. 
[Drawing 3] It is the perspective view of the caddie who shows drawing 1 . 
[Description of Notations] 

10 Caddie 

11 CD-ROM 

12 Data Permutation Circuit 

13 Connector 

20 Game Machine 

21 Address Bus 

22 Data Bus 

23 Reader 

24 CPU 

25 ROM 

26 RAM 

27 I/O 

100,200 Memory read-out system 
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[Drawing 3] 
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